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AT10 Networks Application & Security Services

HARMONY CONTROLLER |
(Multi Cloud, Multi Tenant, Multi Service Management & Analytics)

SSLI IFES CFW
SSL Insight DDoS Detection DC Firewall é\(- Lae=s i g CGNA
URL Filtering DDoS Mitigation Gi/SGi Firewall gSieoad ~ Microservices Apps : IPv6 Wion /
Cloud Access Proxy Threat Intelligence IPsec VPN GSLB —— Kubernetes & Secure iDDOS '
Secure Web Gateway WAF Services Mesh (SSM)



Enabling Applications Across Clouds
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Flexible Licensing for Righ loyments
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I AT10 NFV Solution Framework

SELF SERVICE / CATALOG Orchestrator

Secure
Application
Services

Virtual Function Harmony
Manager(s) Controller
i A10
Network Storage Computing : Cloud/SDN

Openstack
Management

VMware
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| Fnd to End VNF Lifecycle Automation

Onboard Deploy Instantiate Setup, Start Scale, Stop

Orchestrate System Change
Infrastructure Configuration Management

Openstack / HEAT -

‘ Puppet, Chef

MANO (WhiteStack, RiftlO), Ericsson Cloud Manager, VMware vRA / vRO, Cisco UCSD




I NFV Plugtests: Antipolis (May 2018)

= The main components included:

= Virtual Network Functions (VNF)
= Management and Orchestration (MANO) solutions, providing pre-integrated

MANO NFV Orchestrator (NFVO) and VNF Manager (VNFM) functionality
- = NFV Platforms providing pre-integrated NFV infrastructure (NFVI) and
VNFs ! Virtual Infrastructure Manager (VIM) functionality
| | | ' = Test and support VNFs were used to build the reference Network Services
— " E (NS) required to validate the proper behaviour of the Systems Under Test

= A10 conducted multiple tests with MANO vendors & other players
RIFT.io, WhiteStack — Open Source MANO (OSM)
a Ericsson Cloud Manager

Cisco NSO
Fraunhofer FOKUS Open Baton
ADVA Ensemble Orchestrator

NFVI&VIM

= A10 also conducted tests with multiple VIM and NFVi implementations
Red Hat and Lenovo — Red Hat OpenStack Platform 10

Canonical and Lenovo — Canonical OpenStack

Intel Wind River — Titanium Cloud

VMware — vCloud NFV

ADVA — Ensemble VIM

Telefonica — Open VIM ’
9. 21




E/ast/c sca/e out vv/th Wh/testack & RIFT.io
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NS NAME NSD STATUS  UPTIME NSD: al0_vThunder

e e © MONITORING PARAMETERS NOT LOADED
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| MANO Partnerships / Engagements

Orchestration Engine

= Partner & Collaborate with multiple
@) MANO vendors.
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= A710 VNF components are successfully
iIntegrated into partnering ecosystems

. Openstack = Part of VNF catalogues in multiple
Tacker ~ MANOS
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= Validated VNF descriptors and Life
< redhat Cycle Management process

VNF Partner Program - A10

CERTIFIED TECHNOLOGY

Tier 1 -Validation Report
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Red Hat OpenStack Technology Partnership

REDHAT CERTIFICATION

CERTIFIED @ ETSI

- redhat - redhat
RED HAT RED HAT
OPENSTACK ‘| 0 OPENSTACK
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| A70 vThunder: A Telco Us —
7 "\ GLM: Licensing
Tenant 1 serviee
E "E‘ Other Apps
.
i N
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E Cloud APIs E
-

Features:

— Spin up of new instance by MANO/VNFM = 100% Programmable
— Automatic configuration and licensing = Extensive API's and full
— Multi-VIM Environment separation of traffic

— Flexible Licensing mechanism between tenants
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Multi-tenant Visibility at Per-App Level
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I Application Security for Containers / Kubernetes
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Node

= |ngress Controller for North-South traffic

Kubernetes Cluster

= [ 4/]7 services, SSL

= Automated Discovery & Auto-Scale
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\\ Service level policy & visibility /

= Secure Service Mesh for Kubernetes

= Microsegmentation, secure policy enforcement

= Visibility & Analytics for East-West traffic l""




AT10 VNF's with Performance Acceleration

COTS x86

ADC : L4/L7 SLB, WAF, IAM/AAM, SSL offload, GSLB, HA, Integrated DDoS

ADC CGN CFW vTPS” MAX TPUT
~KVM / / v/ X 100G
RS / / / / 100G
-- ICI’OSO x
|t v/ 4 / / 8G
;‘ifafmazon v X a X 10G
“"  webservices™
gl Microsoft v X v
Wl Azure X 306
ve v v X 60G

CGN : Address Translation, Traffic Shaping & Policies, Integrated DDoS, Scale-out, Logging
16. CFW : ADC, CGN, GiFW, DCFW, IPSec, SSLi, URLF, Webroot

* - Refer datasheet







